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Mechanisations of programming language specifications are now increasingly common, providing machine-
checked modelling of the specification and verification of desired properties such as type safety. However it is
challenging to maintain these mechanisations, particularly in the face of an evolving specification. Existing
mechanisations of the W3C WebAssembly (Wasm) standard have so far been able to keep pace as the standard
evolves, helped enormously by the W3C Wasm standard’s choice to state the language’s semantics in terms of a
fully formal specification. However a substantial incoming extension to Wasm, the 2.0 feature set, motivates the
investigation of strategies for more efficient production of the core verification artefacts currently associated
with the WasmCert-Coq mechanisation of Wasm.

In the classic formalisation of a typed operational semantics as followed by the W3C Wasm standard, both
the type system and runtime operational semantics are defined as inductive relations, with associated type
soundness properties (progress and preservation) and an independent sound interpreter. We investigate two
more efficient strategies for producing these artefacts, which are currently all separately defined by WasmCert-
Coq. First, the approach of Kokke, Siek, and Wadler for deriving a sound interpreter from a constructive
progress proof — we show that this approach scales to the W3C Wasm 1.0 standard, but results in an inefficient
interpreter in our setting. Second, inspired by results from intrinsically-typed languages, we define a progressful
interpreter which uses Coq’s dependent types to certify not only its own soundness, but also the progress
property. We show that this interpreter can implement several performance optimisations while maintaining
these certifications, which are fully erasable when the interpreter is extracted from Coq. Using this approach,
we extend the WasmCert-Coq mechanisation to the significantly larger Wasm 2.0 feature set, discovering and
correcting several errors in the expanded specification’s type system.
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1 Introduction

There is a growing body of work on the mechanisation of programming language specifications, such
as C [7, 14, 26, 27, 32], JavaScript [8, 17, 35], Java [9, 19, 22], Standard ML [24, 25, 41], OCaml [33],
Haskell [47], WebAssembly [44]. These mechanisations provide a machine checked model of the
specification, and often verification of desired properties such as type safety. These efforts have
been effective in providing assurance that the specifications are correctly defined, and satisfy their
intended correctness properties, often revealing bugs and ambiguities.

However, mechanisation is an onerous process, to the point that many mechanised semantics
cover only a fragment of their language’s full feature set, especially if the language continues
to evolve and expand with new versions. Mechanisations of the W3C WebAssembly (Wasm)
standard [18] have so far been able to keep pace as the standard has evolved through various
drafts to the 1.0 release [45], helped enormously by the standard’s unusual decision to give the
definition of WebAssembly entirely as a classic inductively defined formal semantics, complete with
a statement of its type system’s intended correctness properties. Several complete mechanisations
of its 1.0 feature set have been developed, providing the artefacts listed above, while discovering
and correcting errors in the language’s type system [44, 45]. However the jump from Wasm 1.0 to
the forthcoming Wasm 2.0 standard is particularly large, almost doubling the instruction set of
the language. This work addresses the problem of producing Wasm’s mechanisation artefacts in a
sustainable and tractable way as the Wasm language expands, in order to ensure that Wasm’s new
features continue to enjoy the same verification guarantees as the 1.0 feature set.

In the classic formalisation of a typed operational semantics, as followed by the W3C Wasm
standard, both the type system and runtime operational semantics are defined as inductive relations,
and a statement is made of the desired syntactic type soundness properties (progress and preservation)
which relate them [48]. This leads to a natural set of core artefacts which a mechanisation of such
a semantics will aim to support:

o the mechanisation of the language definitions themselves;

e a proof of the type system’s progress and preservation properties;

o a definition of a simple executable interpreter, since the inductive operational semantics is
not directly executable;

e a proof that the interpreter is sound with respect to the operational semantics.

Each of these items must be separately defined and maintained — as they are in existing mechani-
sations of Wasm 1.0 [45].

For a small language related to System F, Kokke et al. [23] observed that a constructive proof of
progress over a small-step semantics essentially embodies a sound one-step interpreter, since given
a well-typed input configuration it represents a computational “recipe” for obtaining an output
configuration that is allowed by the language’s small-step reduction relation. By composing this
step with a constructive proof of preservation and iterating, a simple verified interpreter is obtained
“for free”. Since Wasm mechanisations already commit to maintaining an analogous type soundness
proof, the idea that a sound interpreter may be derived “for free” from this proof, without needing
to maintain a separate definition (and verification of this definition), is enticing.

In this work, we push the techniques of Kokke et al. [23] to their limits by applying their
approach to the WasmCert-Coq mechanisation of the W3C Wasm 1.0 standard, converting its
type soundness proofs to be fully constructive, successfully deriving an interpreter from these
proofs, and evaluating its performance. This approach allows us to eliminate WasmCert-Coq’s
separate interpreter definition and correctness proof. Going beyond Kokke et al. [23], we execute
this interpreter end-to-end by composing it with WasmCert-Coq’s verified type checker and parser,
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Progressful Interpreters for Efficient WebAssembly Mechanisation 22:3

identifying multiple ways in which innocuous choices in constructing the type soundness proofs
can severely degrade its runtime performance.

We observe that one major limitation of this approach is that we lose direct control over the
structure and internal representation of the interpreter, and therefore can only indirectly optimise
its performance. Moreover, the proof tree of the input term’s typing judgement needs to be explicitly
represented in the interpreter’s memory and manipulated at each step, since the interpreter is
only allowed to take repeated steps by constructing a proof that each successor term is well-typed.
Ideally we would like a solution which maintains our proof maintenance benefits, and does not
require runtime manipulation of any typing proofs.

To accomplish this, we show in Coq that a formalised one-step interpreter over untyped Wasm
terms can, with only modest effort, be augmented with a dependent type certifying the contrapositive
of the progress property (“if the interpreter fails to step soundly according to the operational
semantics, the input must be ill-typed”), which not only eliminates the need for a separate proof
of progress, but also the need for a separate proof of the interpreter’s soundness with respect to
Wasm’s operational semantics. We refer to such an interpreter as a progressful interpreter. The
interwoven parts of the one-step interpreter which prove this contrapositive property can be erased
during its extraction to executable code, since subsequent iterations of the interpreter do not require
this property as input. This approach allows us more fine-grained control over the interpreter’s
internal state, which we exploit to implement several optimisations to Wasm’s representation of
evaluation contexts based on Watt et al. [46] while still significantly reducing the proof burden in
comparison to the more traditional approach of separate type soundness and interpreter correctness
proofs. We report on our experiences of extending WasmCert-Coq to Wasm 2.0, using this approach
to save effort in updating what were previously separate definitions and correctness proofs.

Our approach is deeply resonant with previous work that focusses on the proof maintenance
benefits that stem from defining the semantics of an intrinsically-typed language in terms of a
dependently-typed definitional interpreter [5, 6, 38, 42]. We show that many of these benefits are
still achievable in WasmCert-Coq, despite the fact that Wasm is not intrinsically typed, and our
interpreter is not definitional — due to the design choices of the official formal specification.

All of our extensions to WasmCert-Coq are available publicly [43]. In summary, this work
establishes the following takeaways.

e Kokke et al. [23]’s approach for deriving a sound interpreter from a constructive progress
proof scales to the industrial W3C Wasm 1.0 standard, but optimising the performance of this
interpreter is challenging. Moreover, the requirement that the derived interpreter traverses a
proof of well-typedness of the input term at runtime represents an unavoidable performance
penalty. (§2)

e Our progressful interpreter similarly allows multiple verification artefacts to be produced
from a single definition, but gives us more control over performance. Our approach is related
to formal properties most often discussed in the context of intrinsically-typed languages, but
we realise them in Wasm, which is extrinsically typed. (§3, 4)

e We extend WasmCert-Coq [45] to the substantially larger Wasm 2.0 feature set, updating all
related verification artefacts smoothly with the aid of our progressful interpreter. Through the
process, several errors in the Wasm 2.0 specification have also been uncovered and reported
to the specification editor, reinforcing the value of language mechanisations in improving
industrial language standards. (§5)
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2 Interpreter from Progress

We describe the method given by Kokke et al. [23] for constructing a sound interpreter from a proof
of progress for a general language with a small-step, inductively-defined reduction semantics and
type system. We apply this method to the W3C Wasm 1.0 standard, by adapting the mechanised
progress proof in WasmCert-Coq [45], thus demonstrating that this method can scale to a full
industrial language definition. While the automatic generation of this interpreter saves significant
proof effort, we report on fundamental limitations on its performance that arise from the natural
structure of the type soundness proofs, motivating our new approach in §3.

2.1 Type soundness

Consider a language with its execution specified by an inductively defined small-step operational
semantics, given by the reduction relation cfg < cfg for configurations cfg and a typing relation
F cfg : t between configurations and configuration types.

The type soundness property is formulated using the traditional progress and preservation
properties [48]:

PROPOSITION 2.1 (PROGRESS). A typed configuration can either do a reduction or is a terminal
configuration:

Vcfg, t. +cfg:t = (Jcfg’ .cfg < cfg’) V terminal(cfg) (1)
PROPOSITION 2.2 (PRESERVATION). The reduction relation preserves the typing relation:
Vcfg, cfg’, b (F cfg : t) A (cfg <> cfg’) = (Fcfg :1). (2)

2.2 Interpreter from Progress

Kokke et al. [23] report that a constructive proof of the progress property (2.1) can be used as a
one-step interpreter, also noting that this correspondance has appeared in scattered folklore. The
progress proof takes a configuration cfg and a proof of the configuration’s well-typedness as input,
and concludes that either some cfg’ must exist such that cfg < cfg’ is allowed by the semantics,
or cfg is terminal. In a constructive setting, the progress proof therefore computes some cfg’ as a
witness which, together with its conclusion that cfg < cfg’ is allowed by the semantics, represents
a sound one-step interpreter for the language.

One complication to using a constructively-proven progress theorem as a one-step interpreter is
the requirement that a proof of well-typedness of the initial configuration must be additionally
provided as input. Moreover to iterate the one-step interpreter, a constructive proof of preservation
must be used to re-establish the well-typedness of intermediate configurations before each step.

To emphasize the computable nature of these constructive proofs, we present the shapes of the
required statements in the WasmCert-Coq mechanisation in Figure 1, where we implemented the
above method for Wasm. The progress function acts as described above, taking a configuration cfg,
a configuration type t, and a proof term HType which associates cfg with the type t. It produces
either a new configuration along with a proof term cfg < cfg’ representing the soundness of the
reduction step, or a proof that the configuration is terminal. Similarly, the preservation function
takes the old and new configurations, a proof term representing that a sound reduction was carried
out, and a proof term representing the well-typedness of the old configuration, producing a proof
term representing the well-typedness of the new configuration. The verified type inference function,
infer_type, takes a configuration as input and, if the type inference was successful, returns a
configuration type along with a proof term representing the correctness of the returned type with
respect to Wasm’s type system.
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Definition progress (cfg: config) (t: config_type) (HType: (|- cfg: t)):
{cfg': config & (cfg --> cfg')} + (terminal cfg).

Definition preservation (cfg cfg': config) (t: config_type)
(HReduce: cfg --> cfg') (HType: (|- cfg: t)) :
[- cfg' : t.

Definition infer_type (cfg: config) : option {t: config_type & (|- cfg : t)}.

Fig. 1. Definitions of progress, preservation, and type inference as computable functions

With the above definitions, we can describe the algorithm for creating a one-step and multi-step
interpreter from the type soundness proofs, with the aid of the verified type inference function.

The interpreter begins with a type inference on the input cfg and returns an error if it fails.
If typing succeeds, the interpreter alternates between applying the progress and preservation
functions as follows:

e Apply the progress property to the configuration cfg and the associated proof term + cfg : ¢,
obtaining either a new configuration cfg’ and a proof term representing cfg < cfg’, or a
termination result;

e If applying progress does not result in termination, apply the preservation property to the
old and new configurations, the reduction proof term, and the old configuration typing proof
term to produce a proof term + cfg’ : t for the new configuration, allowing iteration to
continue.

To concretely define the above interpreter in Coq, we added an additional argument as the fuel
for the interpreter, ensuring it terminates when it runs out of fuel. This is a standard practice to
satisfy Coq’s termination check.

This method demonstrates that, given a constructive proof of type soundness and a verified
type inference function, a sound interpreter can be directly extracted with minimal effort. This is
particularly valuable for maintaining mechanized artefacts, as it eliminates the need to maintain a
separate interpreter and its soundness proof, leading to a smaller overall codebase to maintain.

In Chapman et al. [10], this approach is used to generate an interpreter for a small core language
based on System F. However the interpreter cannot be run end-to-end due to the lack of a verified
type checker. In this work, we apply the above approach to the full definition of Wasm 1.0, reusing
the existing progress and preservation proofs of WasmCert-Coq [45] (an existing Coq mechanisation
of Wasm 1.0) with only minor changes to make them fully computable. In addition, the verified
type checker and parser of WasmCert-Coq allows our interpreter to be executed end-to-end, once
extracted via standard Coq mechanisms [28, 29] to OCaml. WasmCert-Coq originally included its
own separately-verified interpreter in addition to its type soundness proofs, which we are therefore
able to make redundant.

However, there are several downsides to using this method for a real-world language like Wasm.
The primary concerns are the inefficient performance of the interpreter and the difficulty of
implementing optimizations.

Inefficient performance. Because the interpreter relies on the constructive progress proof as
a one-step evaluation function, the proof term representing the well-typedness of the current
configuration must be included in the runtime representation of the interpreter’s state. This leads to
a severe performance penalty as the progress and preservation functions may need to traverse
substantial portions of this proof term to produce the next configuration. Additionally, certain proof
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constructions, which may seem innocuous, have surprising knock-on effects on the performance of
the derived interpreter. In particular all of the above is true in Coq’s setting even after the interpreter
is extracted to OCaml — the proof term remains concretely represented in memory, and is traversed
by the code of the extracted interpreter.

Difficulty in optimizations. It is challenging to directly control the computational behaviour of
the interpreter extracted from type soundness, as any structural changes to the interpreter can
only be indirectly effected by changing the underlying proof structure.

To explain the above in more detail, we introduce a small fragment of the concrete semantics
and type system of Wasm and describe wide-ranging performance issues that arise from re-using
the existing proof of type soundness from WasmCert-Coq [45].

(value type) ¢ i32 | i64 | 32 | f64 (function type) ft ==t" — t*
(value) v == tf.const ¢ (immediate) i, n, min, max == nat

(instruction) e == v | t.add | local.{get/set} i | label,{econt} €* end | ...

(evaluation context)&E[_] == [_] | o* + &[_] ++ " | label, {e*} (E[_]) end

(configuration tuple) cfg == {store :: S, frame :: F, instructions :: e*}

Fig. 2. Selected abstract syntax of Wasm 1.0

2.3 Wasm 1.0 Semantics

We begin with a brief introduction to the abstract syntax and runtime representation of Wasm.

Wasm is a stack-based language with execution specified by a small-step operational semantics
on configuration tuples cfg of the form (S; F; e*)!. Here, S is the store, which contains all the global
states created during execution. F is the frame, which holds the local variables and a record inst
that tracks the components of the store S accessible from the current function. The list e* consists of
instructions representing the combined instruction value stack, where the value stack is represented
as a leading list of const instructions in the instruction stack.

We present a selected subset of the abstract syntax of Wasm 1.0 in Fig 2, eliding the details of
some parts by leaving them in gray.

For the purpose of type soundness, the terminal configurations of Wasm are defined as config-
urations (S; F; e*) where e is a list consisting entirely of values, at which points the values are
returned as the result of the Wasm program.

Execution takes place at the top of the instruction stack, consuming an appropriate number of
values from the value stack as arguments and pushing some values back onto it. For example, the
reduction rule for the numeric addition instruction is

(S; F; [t.const cy; t.const ¢o; t.add]) < (S; F; [t.const (¢; +¢2)]) (3)

This rule describes that upon consuming two values of type t from the value stack, the instruction
t.add executes by producing a value representing their sum and pushing it back onto the value
stack.

1We follow the conventions used by the Wasm standard, where X* represents a list of Xs, and X" represents a list of Xs of
length n.
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Figure 3 includes a selected set of reduction rules from the Wasm 1.0 operational semantics®.

dd F.local[k] = v local. get
ocal.ge
[t.const cq; t.const cy;t.add] < [t.const (c1 +¢2)] a (S; F; [local.get k]) <— (S; F; [0]) &
(S;F;e*) — (§';F';e’*
context

(S;F;&[e*]) — (S F:8[e])
Fig. 3. Selected Reduction Rules of Wasm 1.0

Wasm’s type system is based on the typing relation for code fragments in the shape of C - e* : ft,
assigning the instruction list e* with a function type ft that describes the effect of executing e* on
the value stack. For example, the typing rule for the numeric addition instruction is

Crtadd: [6t] — [ 24 @)

which specifies that the instruction ¢.add consumes two values of type t from the value stack and
pushes one value of type ¢ back to the value stack as a result.

The typing context C contains information regarding the types of global states in the scope of
the current function execution, the types of local variables of the current function, and the types
of the runtime control flow targets that are currently in scope. For example, the typing rule for
local.get k instruction, which fetches the value of the kth local variable in the current function
frame F and pushes it to the stack, requires access to the corresponding field in the context:

C.local[k] =t
C+ local.getk : [] — [t]

local.get

° )

Fig 4 includes the full shape of the typing context (details of individual fields omitted) and a
selected set of typing rules from the Wasm 1.0 type system.

type :: ft*, func = ft*, table :: &#*, memory :: mt*, global :: gt*,

(typing context) C = { local :: t*, label :: (£)*, return = (+*)’

crll:1-10 empty Ct [t.constc] : [] — [f] const
dd C.local[k] =t ocal st
Cr[tadd]: [t¢] - [1] * Cr [localgetk] : [] — [t] 8

Cre :tf >t; Crle]:t; >t

" . - composition
Cre*++le]:t; =t

%, g %
Cre':t] >t

* - subsumption
Cre':ty++t] =t ++1t;
Fig. 4. Selected Typing Rules of WebAssembly 1.0

2The Wasm standard uses a convention that omits the store S and frame F from the configuration tuples in the reduction
rules where they are irrelevant; we adopt this convention in the figure.
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Having defined the above typing rules for code fragments, WebAssembly defines its configuration
typing relation by
Fs S:ok Sk F:C S;Cref:[] >t
Fefg (S;F;e) : t*

config ©)
The above typing rule uses a generalised version of the code fragment typing relation that includes
the store S for the purposes of typing certain intermediate representations”. In addition, it asserts
a well-formedness condition ¢ of the store S and a frame validity relation ¢ that produces an
associated typing context for each frame F and store S, the details of which are omitted here.

With the above definitions, we describe the concrete statements of progress and preservation for
Wasm semantics as we defined abstractly in Propositions 2.1 and 2.2.

PROPOSITION 2.3 (PROGRESS FOR WASM).
VS, F e, t*. ((refg (S;F3€”) : ") = (3S',F', ", (S;F;e*) — (S';F';¢’*)) V terminal((S; F; €")))

However, a more fine-grained progress statement on fragment typing relations is required to
prove the above progress property for Wasm configurations:

PROPOSITION 2.4 (FRAGMENT PROGRESS FOR WASM).

VS, F,Ce* 11,1, (S e F:C) A (ks S 0k)A(S;C R e* 1 8] > 13))
= [Vv*.(typeof(v*) =t)) = (IS, F,e", (S;F;0" ++e) — (S F5e™) v terminal(e*))]

The fragment version of progress states that, for any Wasm program fragment with instructions
e’,if - e* : t] — t;, then although e* might not have a reduction on its own (when ¢} is non-
empty) due to missing values on the stack, it can always execute further with the correct types of
values on the value stack. This stronger statement, which implies the “top-level” progress property,
is necessary to construct a proper inductive hypothesis over Wasm’s evaluation contexts when
proving progress by way of induction on the definition of Wasm’s typing judgement.

The preservation statement is straightforward :

PROPOSITION 2.5 (PRESERVATION FOR WASM).
VS, F,e*, S F e t*. (((r (S;F;e") : t*) A ((S; F;€*) — (S'; F';¢"™))) = (- (§';F;¢™) : t7)).

The proof of the preservation property is established by induction over the reduction relation.

As discussed above, we make minor adaptations to the existing Wasm type soundness proof
of Watt et al. [45] in order to make the proofs fully constructive and executable. The proofs were
already almost in the right form — the main change involved replacing occurrences of Coq’s regular
existential quantification (in Prop) with Sigma-type existential quantification (in Type) throughout
the proof. This adjustment was minimally-invasive and completed within a handful of hours.

With the above foundation, we can now discuss in detail the causes of inefficiency of the
interpreter extracted from type soundness, and the extent to which they can be addressed through
changes in the structure of the proofs. Ultimately, some performance issues are fundamental to this
approach, motivating the alternative approach we describe in Section 3.

3For example, the label typing rule in Fig 4 is, in fact, defined using this generalised version in the WebAssembly standard,
thereby including the store S; however, it is not accessed in the rule at all. We therefore omitted it from the rule in Fig 4 to
avoid confusion.
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2.4 Inefficient proof tree traversals

As mentioned, the extracted interpreter relies on the progress proof to provide one-step execution
results and the preservation proof to provide an associated typing term. At each iteration step, the
progress and preservation proofs may need to traverse large portions of the typing or reduction
proof trees in order to produce their results. As a result, the performance of the extracted interpreter
is significantly impacted by the large sizes of these proof trees.

This issue is particularly pronounced for industrial languages like Wasm, which have complex
structural typing rules. For instance, the reduction and typing rules for label, a structural instruction
that models blocks of code on the stack, illustrate this complexity. Figure 5 displays some of the
reduction and typing rules for label.

(S;F;e*) — (S';F';¢e'™)

label_reduction

(S; F;label,{e’ .} ¢* end) — (5';F’;label, {e} .} ¢* end)
label_exit
[label,{e; .} v* end] — v* abelext
Crel:tf —t C= C[label =[] ++ C.IabeIJ Cre:[]—t

label_typi
Ctr label,,{ezont} e end : [] - t; abel_typing

Fig. 5. Selected reduction and typing rules for label

The label_reduction rule states that a label instruction can be reduced if its body can be reduced,
while the label_exit rule states that if the body is already a list of values, the label can be reduced
to that value list. The typing rule specifies that for a label instruction to be well-typed, its body
must be typeable with the same type — the slightly different context is used to type control flow
instructions which we do not describe in detail here.

Recall that the progress proof proceeds by induction over the typing of the configuration. In
the label case, we must apply the induction hypothesis that, since the body of the label is also
well-typed, it must either take a step or be terminal. if e* takes a step, then the original label takes
a step according to the label_reduction rule; if e* is terminal, then the label takes a step by exiting
the label according to the label_exit rule *. To see the way that this proof structure gives rise to
inefficiency of the interpreter, consider the typing term of the following small program in Figure 6
involving multiple nested labels.

composition
+ [i32.const c¢1;i32.const ¢2] : [| — [i32;i32] P F [i32.add] : [i32;i32] — [i32] add

F [i32.const c1;i32.const c;i32.add] : [] — [i32]
+ [labelg{} [i32.const c;;i32.const cz;i32.add] end] : [] — [i32]
+ [labelg{} [labely{} [i32.const c;;i32.const cz;i32.add] end] end] : [] — [i32]

composition

label_typing
label_typing

Fig. 6. Typing term of a program with deeply nested labels

As part of “executing” the progress definition, the application of the induction hypothesis in the
label typing case translates to a recursive invocation on the label’s body. The progress definition must

4Special treatment is required when the body e* contains a control flow instruction br at its hole, in which case the
continuation is targeted. The corresponding case in the progress proof requires a decision process on decomposing the label
body e* at every step, which is also inefficient. We omit these details in the paper due to space constraints.
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be recursively invoked over each nested label body to produce one step of execution, backtracking
through all nested levels to construct the execution result and the corresponding reduction proof
tree. Similarly, the preservation function must traverse the reduction tree composed of nested
label_reduction rules to form the typing tree of the result configuration. Each time the interpreter
steps, this recursion and reconstruction process is repeated. This process is highly inefficient and
does not scale well to larger Wasm programs.

Improving the performance of this case is challenging — it arises directly due to the inductive
structure of the progress proof over label. As we will discuss in Section 3.3, we instead want direct
control over the interpreter’s representation of the evaluation context, rather than relying on the
structure inherent in the naturally-arranged proof of progress.

2.5 Proof tree explosion

Another cause of inefficiency in the type soundness interpreter is the explosion in the size of proof
trees, resulting from unexpected interactions between the proofs and some of Wasm’s typing rules.
Recall that our automatically-derived interpreter, even when extracted to OCaml, must explicitly
represent the proof term of well-typedness of the configuration in memory as a full proof tree, and
traverse large portions of it at each step. This means that a larger proof tree directly translates to
lower performance of the interpreter. We encountered this issue while benchmarking the extracted
interpreter and observed a super-linear complexity for a program that computes the nth Fibonacci
number using a loop, which should theoretically have O(n) time complexity. Importantly, this issue
is orthogonal to the above issue with label contexts, as the iterative Fibonacci algorithm does not
introduce deeply-nested labels.

Figure 7a shows the execution of an O(n) iterative Fibonacci Wasm program® that computes
the nth Fibonacci number. By graphing the maximum and average size of the proof tree® during
execution against different values of the input size n, we can observe how the proof tree size grows
linearly with the number of loop iterations. Since each execution step of the type-safety interpreter
involves traversing a large part of the proof tree, we expect the time complexity of the execution
per step to be O(n). On the other hand, O(n) steps are required to compute the nth Fibonacci
number. This results in an overall time complexity of O(n?), which agrees with our observation in
Figure 7b.

The proof of Watt et al. [45], from which we automatically derive the interpreter, was not
structured so as to minimise the size of the generated proof term. In particular, we identify that
subtle choices in the use of the composition and subsumption typing rules can have massive impact
on the size of the proof term.

To illustrate this problem, we revisit the composition typing rule, which describes how a sequence
of instructions is typed. We currently formulate Wasm’s composition rule by allowing the splitting
of one element at the end of the sequence each time as follows:

Cre :tf >t; Crle]:t; >t

, composition

Cre++[e]:t] =t
There are various other formulations that are equivalent to this choice from the perspective of the
type system. For example, the composition rule could also be stated to split one element from the
head of the list each time, or to simply allow general list concatenations. The formulation given
above most closely follows the structure of industrial type checking algorithms for Wasm, which

SThat is, a for-loop style program that calculates all the values in one pass.

®We define the size of the proof tree to be the number of basic and administrative typing rule constructors that appear in
the typing derivation tree. The average and maximum sizes are calculated from the sizes at every step of execution.
"Further benchmarks and information regarding the benchmarks are later described in § 4.
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Fig. 7. Benchmark: O(n) iterative Fibonacci with input n

operate in a single linear and incremental pass of the program. Note though our discussion in §5.1,
where we report our discovery that the latest official Wasm specification includes a flatly incorrect
version of this rule.

However, this seemingly innocuous typing rule is a major contributor to the proof tree explosion
problem. Consider the following typing inversion lemma:

LEMMA 2.6.

Vel ey ti, . (Fej+rey i t] = ;) = (Tt5. Fej 1t > t3AFey:t; = 1)

The above lemma states that if a concatenation of two program fragments e] and e; has a
function type t; — t;, then it must be the case where e} and e, are separately well-typed with
some appropriate function types that match.

The proof is naturally conducted by (snoc) induction on e; from the end. If ] is empty, the
desired typing term for e is obtained by the empty typing rule, and the desired typing term for e}
is simply the original typing term given in the premise. Otherwise, let e; = e’* ++ [e]. The original
premise can be rearranged to

F (el +e™)++ [e] 0] > 0;
We apply an auxiliary lemma, which is a special case of the original lemma to be proved when the
second instruction list e is a singleton list (proof omitted) to the above and obtain
. rei et S tAR[e] 8 o8
Now, by the induction hypothesis on e we have
Jty. kel ity D GARE it S8

The first part of the conjunction provides the typing term for e], and the typing term for e; =
e’* ++ [e] can be applied by applying the composition typing rule with the typing terms for e’* and
[e] we’ve obtained.

While the above proof is valid from the perspective of proving the lemma, and is in some sense
the most “generic” formulation of the proof, the key observation is that it generates a typing tree
with n composition rules for e; when |e;| = n, instead of the n — 1 required. This is because the
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induction’s base case is e; = [], leading to a redundant application of the composition typing rule
when the induction hypothesis is applied when e’ = [] in the inductive case to construct a typing
term for + [] ++ [e] from that of  [] and + [e].

While a redundancy of 1 can seem negligible, the above lemma is important in proving the
preservation property, specifically in the case of the proof (done by induction on the reduction
relation) where the top of the reduction term is a context reduction rule, and specifically the
sequential context which is described by the following reduction rule

(5:F;e”) — (S';F'5e™)
(S;Fsvf + e ++e)) — (S F 0+ e +e

context_sequence

%
c

The preservation proof for this assumes a reduction term (S; F;e*) — (S’;F’;e’"), along with
a typing term for the previous configuration (S; F; v} ++ e* ++ €}), and must construct a typing
term for the result configuration (S’; F/; 0} ++ €’* ++ e). The proof starts by first applying the
typing inversion lemma 2.6 twice to obtain the typing terms for v}, e*, and e} individually from
the original typing term, introducing a redundancy of 1 to the size of the typing terms of ¢’* and
e;. The proof then applies its inductive hypothesis to obtain a typing term for e’* from the typing
term of e* and the reduction term; this means that the redundancy of 1 is inherited in this step for
each application of the context_sequence rule in the reduction term. As a result, the preservation
proof in fact introduces a redundancy equal to at least the number of times that context_sequence
appears in the reduction term.

Exacerbating the problem, the reduction term produced by the progress proof contains the same
number of context_sequence rule as the length of the program, as the natural induction over the
typing term applies the context_sequence rule once per instruction (details omitted). Therefore,
for larger programs, the typing term is quickly inundated with an insurmountable number of
redundant composition rules for the interpreter to deal with.

In fact, when we modify the inductive case of Lemma (2.6) to specifically test for and avoid
applying the induction hypothesis in the case where ¢’ = [], an additional case split which is
irrelevant from the point of view of completing the proof, the observed size of the proof tree in
memory shrinks by two orders of magnitude. We report in §4 the performance of an “optimised”
automatically-derived interpreter with as many of these lemma fixups as possible. The sensitivity of
the size of the proof tree to these small changes, which are at odds with the most uniform approach
to stating the relevant inductive proofs, creates an unfortunate tension between the performance
of the interpreter and the natural structure of the proof. This observation, combined with our
observation about the inefficiency of label execution above, motivates a converse approach where
the interpreter is directly defined, and the proof follows the structure of the interpreter, which we
will now detail.

3 Progress from Progressful Interpreter

In this section, we present an alternative approach that augments a one-step interpreter with
dependently-typed certifications, enabling direct control over the interpreter’s structure. We are
motivated by the following high-level observation: in the approach of §2, the constructive progress
proof gives rise to an interpreter and its soundness proof because of obvious structural similarities
between their natural definitions. In fact, as we discuss in §3.1, in certain intrinsically-typed
settings there is no distinction between the three. Our approach in this section seeks to invert
this relationship between the progress proof and the interpreter — showing that, even in an
extrinsically-typed setting, a dependently-typed interpreter can give rise to a proof of the classic
progress property. That is, §2 focuses on getting a sound but inefficient interpreter “for free” from
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a proof of the progress property. Now, our progressful interpreter approach provides a proof of
progress and more “for cheap” from the dependently-typed definition of an efficient interpreter.

By selecting the appropriate certifying proposition as part of the interpreter’s type, this method
allows us to combine the definition of the interpreter, the proof of the interpreter’s soundness,
and the proof of progress into a single definition — maintaining many of the proof maintenance
benefits of the previous section’s approach with two distinct advantages. First, we can arrange the
interpreter so that these proof terms are erased upon extraction from Coq, and second, we can
directly optimise the interpreter’s internal state in order to improve its performance. As we discuss
in §3.1, we make the decision to keep preservation as a separate lemma, for reasons related to the
non-determinism of Wasm’s inductive operational semantics.

Consider the standard version of the one-step interpreter, which takes an input configuration cfg
and either returns a new configuration cfg’ as a successful one-step execution result or produces
an error (for example, in the case that the input configuration is ill-typed). Now consider extending
the one-step interpreter to a dependently-typed function such that, in the successful case where
a result configuration cfg’ is produced, a proof term representing cfg < cfg’ is also produced.
Such an approach would mean that the implementation and successful typing of the function
itself proves that the interpreter is sound. This approach of using dependently-typed functions to
simultaneously build certification along with the definition is well-understood in previous work as
shown by Chlipala [11].

Now, we additionally augment the error case with a proof term explaining why the interpreter
failed to take a step given its input configuration cfg. For Wasm, this would appear as follows:

terminal(cfg) v (Vt. + cfg: t = False)

Our key observation is that this proof term (together with the already established proof term in the
mutually-exclusive successful case) represents the contrapositive of the progress property - “if the
interpreter fails to step soundly according to the operational semantics, the input must be ill-typed”.
This certification establishes that the interpreter is a sufficient witness for a constructive proof of
the progress property, and therefore by extending our interpreter with these proof terms, we have
established the progress property of Wasm’s original inductive semantics while certifying not just
the soundness of the interpreter, but a stronger property that it will always successfully take a step
if its input is well-typed. Throughout this paper, we will describe an interpreter carrying such a
certification of the progress property as progressful. In contrast to the more traditional approach of
Watt et al. [45], which requires a separate interpreter definition, soundness proof of the interpreter,
and proof of progress, in our setting all of these definitions and proofs are combined into a single
dependently-typed interpreter definition. Since the proof term components of the interpreter are
not required as input, they can be fully erased when extracting the interpreter to OCaml, in contrast
to Kokke et al. [23] which requires a runtime representation of the typing term. Moreover, in
contrast to §2, we demonstrate that we can directly optimise the internal representation of the
interpreter while maintaining the benefits of having a unified definition. In this section we first
present a fairly naive interpreter design, before describing our optimisations in §3.3.

3.1 Connection to intrinsically typed languages

Previous work by Bach Poulsen et al. [6] has described a deeply-related approach, centred around an
intrinsically typed language definition combined with a dependently-typed definitional interpreter.
This approach avoids the need for a separate type soundness proof, as the successful definition and
typing of the interpreter itself in the host metatheory (e.g. Agda) embodies guarantees equivalent to
progress and preservation. If the interpreter’s (host) type signature guarantees that an intrinsically-
typed input will result in a well-formed output (as opposed to some distinguished error value), this
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embodies progress. If the input and output configurations of the interpreter are specified in the
interpreter’s (host) type signature as having the same (language-level) intrinsic type, this embodies
preservation. Similarly, since there is no separate inductive operational semantics, it is meaningless
to ask whether the interpreter is sound or complete — it is simply the normative definition of the
language’s semantics. Their work argues that for a deterministic language there seems to be no
inherent drawback in presenting a small-step semantics as a definitional interpreter rather than as
an inductive relation.

We are able to capture much of the spirit of this intrinsically-typed setting in our work. In both
settings, the computational structure of the interpreter itself is used to “share work” with proofs of
a similar structure — the term manipulation performed by an interpreter in the intrinsic setting in
order to successfully establish its host type certifying that its (intrinsically well-typed) input results
in a non-erroneous output closely parallels the reasoning necessary for our progressful interpreter
to establish the contrapositive certification in our error case. Moreover, since the structure of
this computation and reasoning closely parallels the structure of both an interpreter soundness
proof and a progress proof (as exploited in the other direction by §2), we can cheaply establish the
necessary certification in the non-erroneous step case such that our interpreter’s certification as a
whole not only implies its own soundness with respect to Wasm'’s operational semantics, but also
the progress property. As one distinction, all of our type-level reasoning can be erased during Coq
extraction, which helps us make our interpreter as efficient as possible.

If Wasm was deterministic, we could also incorporate preservation into this certification with little
effort, again paralleling Bach Poulsen et al. [6]. Non-deterministic language semantics present some-
what of a challenge to approaches based on a definitional interpreter, which must directly represent
every outcome that is intended to be allowed, potentially requiring fiddly or computationally-
inefficient manipulation of constructs such as choice monads. In particular Wasm, despite its design
aiming for determinism wherever possible, is non-deterministic and non-confluent in several edge-
cases, which perhaps explains the official specification’s decision to define its operational semantics
in terms of an inductive relation. This motivates our decision to define a sound dependently-typed
interpreter which embodies the progress property, while leaving preservation as a separate proof
— in order to also incorporate preservation we would require not only the definition of an in-
terpreter with non-deterministic choice but also a proof that this choice mechanism is complete
with respect to Wasm’s inductive operational semantics. We note that this approach would be
theoretically feasible, but feel that it conflicts with our goals of minimizing the maintenance burden
of WasmCert-Coq’s mechanisation.

3.2 Progressful WebAssembly 1.0 Interpreter

We now show how the above approach for a dependently typed progressful interpreter can be
realised in the WasmCert-Coq mechanisation of Wasm. We describe our implementation of the
progressful Wasm one-step interpreter, by starting with the original interpreter of WasmCert-Coq,
and showing how its result type and body can be extended with a certification of progressfulness.

Recall from Figure 3 that WebAssembly’s operational semantics is defined as an inductive relation
between Wasm’s configuration tuples (S; F; e*). The ordinary one-step interpreter eval; is therefore
a function that takes a configuration tuple (S; F; e*) as its input argument, and returns one of the
following results:

® Riormal (S';F’;e™) — a normal step of computation returning a new configuration tuple;

® Ry,ue 0" —atermination result that the instructions e* to be executed in the input configuration
is already a list of values 0*;

® R.;1or — an assertion failure that should only occur if the input configuration is ill-typed;
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e Ry, ko" and Ryeyyn 07 — exceptional results used to represent WebAssembly’s special struc-
tured control flow instructions br and return respectively. A detailed description of these
cases is not required to understand the approach of this work, but WasmCert-Coq handles
them in full.

The progressful interpreter takes a configuration (S; F; e*) as input and returns a dependently-
typed result that includes the necessary progressful certifications for each case:

® Riormal (S5 F’5€"™) (Hreduce : (S; Fse*) < (S'; F;’ €’*)), a normal step of computation with a
proof of the corresponding reduction;

® Rialye 0* (Hyal : to_value(e®) = v*), a termination result with a proof that the input configu-
ration is already a list of values v*;

® Rerror (Herror : fragment_illtyped S F e*), an error result with a proof that the input configu-
ration is ill-typed. Note that in the error case, our progressful interpreter needs to certify the
following:

Vt*.(r (S;F;e") : t* — False)

For technical reasons related to Wasm’s exceptional control flow cases, we first establish a
stronger version of this property, fragment_illtyped, which implies this top-level ill-typedness
statement. We elide its full definition for space reasons.

o Ry, ko and Rietyen 07 (Hepror : Wf_{br k 0", return 0™} S F ") are also augmented with cor-
responding certifications which we elide here but handle in full in the mechanisation.

We present a pseudocode of our implementation in Figure 8. In the pseudocode, split_vals
is a function that splits up the value stack v* and instruction stack from the input instruction
list e*. Execution then follows by looking up the top instruction e if there is one to execute and
performs a case split and returns a terminal result otherwise. For each case of the instruction e,
if the associated constraints are satisfied by the input, the interpreter returns a successful result
Riormal and constructs a successful certification Hyeduce in place. Otherwise, the interpreter returns
an error result Reqror with a certification Heyror proving the ill-typedness of the input configuration.

1: Input: (S;F;e*)

2: match split_vals e* with

3. | (0%, []) = return Ryaye rev(v*) (Hyame : -..)

4 | (v e ey) =

5. match e with

6: | t.add :

7: if o* = [t.const c,; t.const ¢;] ++ v"*:

8: return Rnormal (S; Frev(v™) ++ [t.const (c; +¢2)] ++ e5) (Hreduce © ---)
9: else

10: return Rerror (Herror © -..)

11:  |local.get j :

12: if F.local[j] = Some v:

13: return Rnormal (S; Firev(o™) ++ [0] ++ e5) (Hreduce © ---)
14: else

15: return Reror (Herror © -..)

16:

17:  end match
18: end match

Fig. 8. Pseudocode of the Wasm 1.0 progressful one-step interpreter
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We omit the concrete syntax of constructing the successful and error certifications in each case
from the above figure. However, we will now explain the structure of our method in detail to
demonstrate how ill-typedness proofs like the above can be constructed in a modular and scalable
way.

In principle, each ill-typedness statement is an implication from a typing term to False, therefore
the proof is performed naturally by inverting the structure of the typing term. However, Wasm’s
subsumption typing rule makes this proof slightly more difficult, as each code fragment e* can be
associated with different function types up to the subsumption rule. To design a scalable infrastruc-
ture for these proofs, we utilise a set of typing inversion lemmas, which were originally established
for proving the preservation property. Given a fragment typing relation, the corresponding typing
inversion lemma provides a set of constraints that the associated function type needs to satisfy.

We display several typing inversion lemmas in Figure 9.

(empty) Vi{, 85 (F[l:8f = t3) = (] =13)
(local.get) VC, 1], t5. (C+ [local.get j] : tf — t3) = (3t.(C.local[j] = Some t) A (t; =t] ++ [t]))
(composition) Vel €5, t], t5. (Fej+rey:tf > 1) = (3t3.(Fel ] D) A(Fe;: 13 > 1))
(values) Yo', 1], t;. (Fo* : 1] > 1;) = (t; = t] ++ (typeof v™))

Fig. 9. Selected Typing Inversion Lemmas

The proofs of ill-typedness proceed by proving a contradiction based on the information of the
input configuration that goes into the error execution case.
As a specific example®, we prove the error certification He,o, for the case of local.get j.

ProrosiTION 3.1. IfF.local[j] = None, then
Vi*, (F (S; F;0" ++ [local.get j] ++e™) : [] = t*) = False).
Proor. We first expand the configuration typing relation to obtain the following typing relation
for program fragment:
W A(SHF:C)A(S;CF (v* ++ [local.get j] ++¢e™) : [] = t¥)
The frame validity relation, whose detailed definition we omitted in this paper, would provide that
C.local[j] = None.

Thus
S;C+ (0" ++ [local.get j] ++¢™) : [] = ¢*
= 35.(S;Cro" : [] = t]) A(S;C+ ([local.get j] ++e™) : t; — t7)
= (S;C + ([local.get j] ++ e") : (typeof v*) — t*)
= 3t;.(S; C + [local.get j] : (typeof v*) — t5)
= 3t.(C.local[j] = Some t)

But the last line contradicts with the premise that C.local[j] = None. O

8For demonstration in the paper, we only present the proof for the config ill-typedness. However, the full fragment
ill-typedness is essentially done in the same way in the mechanisation.
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The execution for other cases, in particular for control-flow instructions br and return, and the
related block-like instructions label and frame, require special treatment in the interpreter, where
error certifications are propagated through exiting of the blocks, which are more difficult to handle.
However, we elide the details of these cases due to space constraints of the paper.

With the above interpreter defined, we have constructed, in one go, a dependently-typed inter-
preter &; augmented with:

o A proof that its successful executions are sound,;
e A proof that its erroneous executions arise from ill-typed inputs.

From these together, we can derive the progress property by contrapositive reasoning.

3.3 Optimising the Augmented Interpreter: Efficient Runtime Representation

One major advantage of our progressful interpreter in §3.2 over the interpreter derived from
type soundness proofs is our ability to directly control the structure of the interpreter, making
optimisations more feasible. In this section, we demonstrate an optimisation to the augmented
Wasm interpreter by using a significantly more efficient runtime representation for evaluation
contexts. This optimisation was first discussed in WasmRef-Isabelle by Watt et al. [46], though we
employ a slightly different formulation in our work.

Recall the one-step interpreter in Figure 8. At every step of execution, the interpreter needs to
decompose the input instruction list e* into an evaluation context with a hole containing at most
one instruction’ &[e’]. This procedure requires traversing not only each nested label and frame
context in the input instruction e*, but also the linear instruction list (line 2, Figure 8) every time to
locate the top instruction to be executed. As we discuss in Section 2, our automatically-derived
interpreter suffers from a similar inefficiency.

The solution proposed by Watt et al. [46] addresses this inefficiency by switching to a more
efficient representation of the evaluation context. Instead of naively defining the interpreter on
Wasm’s configuration tuple, this approach moves entered labels into a side data structure, avoiding
re-recursing into them at each execution step.

The optimised representation defines three kinds of nested single-hole contexts, Estacks Slabels
and Eframe, as shown in Figure 10. Each of these contexts can be mapped to a regular Wasm term
using the family of E[[e*] functions described in Figure 10, which fill the context hole with the
argument e*.

(interpreter runtime tuple) (S; 8;'_(1%; Sstaf:k§ e’)
(stack context) Estack := stack_ctx v}, | el

*

(label context) Ejapel = label_ctx n e}, Estack

(frame context) Eframe := frame_ctx n F 8|*abe| Estack

*

(stack_ctx v:tick e:tack)[[e*]l =rev(v}, ) ++e* tl- eConi
(label ctx n e}, Sstack)[€*] = Estack[[1abel,{e}, .} € end]|
(Eraver = Ep ) e = Eppoi[ Eravelll e 1]

(frame_ctx n F &} | Estack)[[€*]] = Estack[[ frame, F (&}, [€]) end]]

(aframe o 8;3 e)lle*]] = SFrame[[Sframe[[e*]”]
(S; 8 e ++ |frame_ctx n F &, | &mck])[[e*]] = (S$;F &) & le T

frame frame

Fig. 10. Optimised Runtime Representation for Wasm Interpreter and Composition between Interpreter
Contexts and Instructions

The top instruction may not exist when the current configuration represents, for example, a label or frame with an empty
body. In such cases, the innermost context is exited via the label_exit or frame_exit rule at the next execution step.
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The optimised one-step interpreter now takes an interpreter runtime tuple (S;&f,, 5 Estack e’)
as its input and returns a tuple of the same shape as the output when successful. This representation
is efficient as it avoids traversing through all the evaluation contexts on the instruction stack at
every step of execution. Instead, after every step of execution, the one-step interpreter can simply
retrieve the next instruction to be executed from the context.

Incidentally, the return type of the augmented interpreter is in fact simplified by implementing
this optimisation. This is because the new interpreter runtime tuple directly tracks all the existing
evaluation contexts on its representation; therefore, the error certification no longer needs to work
with fragment ill-typedness, but can instead be formulated directly in terms of ill-typedness of the
whole Wasm configuration. In addition, the special return types for br and return are no longer
required, as executing br and return can now simply be done by exiting from the corresponding
label or frame contexts directly in the runtime representation.

Concretely, the augmented, progress-deriving interpreter with the above optimisation now
returns the following types of results:

® Ruormal (83E7 6L 1 e’?), with certification

Hreduce ; (S;alframe)[[aStHCk[[e?J”] — (S’;(Si:r*ame)[[agtack[[el?]”]

Along with a proof that the context filling defined in Fig 10 and the decomposition from the
Wasm configuration to the interpreter runtime tuple are inverse to each other, this implies
the soundness of the interpreter with respect to the operational semantics.'’
® Ryajue 0 (Hyal : ...), a terminating result indicating that the original input configuration is
already a value. We omit the details of the certifying proposition as it also needs to account
for the original decomposition procedure;
® Reror (Herror = VE, (F (S; 8§rame)[[85tack|[e?]]]] :t*) = False), an error result with a certifi-
cation that the corresponding Wasm configuration of the input representation is ill-typed.
Due to the simplified process of dealing with control flow instructions as well as no longer
needing to deal with fragment ill-typedness, the optimised progressful interpreter is not only more
efficient in terms of execution time, but can also be implemented in a smaller code size. We will
compare these characteristics of our different versions of interpreters in Section 4.

4 Evaluation

In this section, we compare several key metrics across the different interpreters we have discussed
and implemented in this paper, including their runtime performances and the engineering efforts.
As part of the discussion of the proof engineering, we discuss our experience of implementing our
dependently-typed interpreter in Coq’s proof mode, instead of directly constructing it functionally
using the convoy pattern [11].

4.1 Runtime performance

In addition to the various versions of interpreters we implemented in this work, we have also
fetched some external interpreters to provide more baselines for comparison. The interpreters
we tested are listed in Figure 11. For external existing interpreters, we include a source of the
interpreter in the figure. For interpreters implemented in this work, we note the sections where
they are first discussed in the paper. All interpreters from Coq mechanisations are extracted to

19Note that (S; &*)[[-] is only well-defined when &* is non-empty, as it needs to contain an outermost special frame that
provides the overall frame in the restored Wasm configuration. This is always the case for any decomposition of a Wasm
config tuple (whose detail we omitted here) as the original Wasm configuration always contains a frame. Our interpreter
additionally proves (with trivial effort) that any successful result it returns preserves this as an invariant.
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OCaml as the target language. All benchmarks were run on a MacBook Pro (2019) with 2.3GHz
Intel Core i9 Processor and 16GB RAM.!!

Interpreter Description Source

Type Soundness Interpreter (Original) Interpreter from WasmCert-Coq [45] type soundness proofs | Section 2

Type Soundness Interpreter (Optimised) Type Soundness Interpreter with optimised proof trees Section 2

Progressful Interpreter Dependently-typed Interpreter in Section 3 Section 3

Progressful Interpreter (Optimised) Above optimised by methods from WasmRef-Isabelle [46] Section 3.3

Reference Interpreter Official Reference Interpreter from the Wasm Standard [16]
WasmCert-Coq Original WasmCert-Coq [45] Interpreter [45]
WasmRef-Isabelle Monadic Interpreter from an Isabelle mechanisation of Wasm [46]
Wasmtime An industrial interpreter from Bytecode Alliance [4]

Fig. 11. List of interpreters compared

The first benchmark is a simple O(n) iterative Fibonacci function, computing Fib(n) using a
loop. The result is displayed in Figure 12.
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Fig. 12. Benchmark: Iterative Fibonacci with input n, log-scale

We observe that the interpreter directly extracted from the WasmCert-Coq type soundness proofs
quickly falls behind due to its super-linear performance'?. In fact, running the interpreter on an
input of n = 10° resulted in a stack overflow after approximately 20 minutes. An “optimised” version
of the interpreter, which changes the structure of the type soundness proofs to minimize the size of
the proof tree in memory as discussed in §2.5, achieves a linear runtime, although it takes ~70 times
longer than the original WasmCert-Coq interpreter and the unoptimised progressful interpreter.
The optimised progressful interpreter has a runtime similar to the reference interpreter from the
Wasm standard, while the WasmRef-Isabelle interpreter is approximately twice as fast. Finally, the
industrial interpreter Wasmtime from Bytecode Alliance executed the largest test (n = 10°) within
0.01 seconds.
1The benchmark results were obtained by averaging from 3 executions and rounded to the nearest 0.01 seconds (with a

floor of 0.01 seconds due to the logarithmic plot).
12Figure 12 is plotted on a logarithmic scale, so the super-linear performance is reflected by the gradient being larger than 1.
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Fig. 13. Benchmark: Recursive Fibonacci with input n, log-scaled time axis

The other benchmark we performed involved a recursive Fibonacci program that calculates the
nth Fibonacci number using a recursive function, which has a exponential time complexity. This
benchmark was similarly used in Watt et al. [46] to demonstrate the impact of the optimised run-
time representation for evaluation contexts. Without this optimisation, the runtime configuration
quickly grows in size and contains increasingly deep nested function call frames and labels. Naive
interpreters that use the native Wasm configuration tuples as runtime representation will suffer
from performance issues due to the need to traverse all the nested evaluation contexts at every
step of execution, as explained in Section 3.3.

Figure 13 displays the benchmark result. All the interpreters without evaluation context optimiza-
tions (i.e., all except the optimised progressful interpreter, WasmRef-Isabelle, and WasmTime) can
only be tested on inputs up to n = 30 or less, either due to excessive runtime or crashing from stack
overflow. Our optimised progressful interpreter shows some advantage over WasmRef-Isabelle on
all inputs, being approximately 20% faster. The industrial interpreter Wasmtime executes roughly
300 times faster than both of the verified and optimised interpreters.

4.2 Proof engineering effort

Lines of code comparison. We present a comparison of the lines of code used across different
implementations of the interpreters in Figure 14, including a detailed breakdown on different
components.'® Auxiliary proofs and definitions, such as the typing inversion lemmas, automation
tactics, and proofs to the preservation properties are omitted from the comparison table as they are
required for all the approaches.

We note that the interpreter from type soundness comes with the shortest code: this is because
the original type soundness proof of WasmCert-Coq is already almost constructive, so we only need
to transform the Coq code from the Prop sort to Type to extract the proofs from Coq to OCaml.

13The lines of code metric (LOC) is an unreliable basis for comparing different implementations because it is influenced by
various factors, such as individual engineering practices and coding styles. In this case, the versions being compared were
developed by different authors, so the LOC values shown in the table should be viewed as approximate indicators rather
than precise measurements. They are intended only to offer a rough comparison of the various methods.

4This includes the estimated lines of code in the original proofs that had to be modified.
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Components WasmCert-Coq Type Progressful Progressful Progressful
Soundness Interpreter Interpreter Interpreter
Interpreter (Optimised) (Optimised,
Wasm 2.0)
Interpreter 456 ~300' 2396 1940 2463
Interpreter Soundness 1084 Embedded Embedded Embedded Embedded
Interpreter Progressfulness Not Proved Embedded Embedded Embedded Embedded
Progress 1039 1039 42 (trivial) 37 (trivial) 37 (trivial)
Total 2579 ~1339 2438 1977 2500

Fig. 14. List of interpreters compared

A wrapper function is then implemented to chain the progress, preservation, and type inference
functions together accordingly.

We also observe that implementing the evaluation context optimisation from Watt et al. [46]
does not result in a larger interpreter definition. A contributing factor may be that the optimised
interpreter no longer needs to deal with the control flow instructions br and return using special
auxiliary return results. Not all optimisations can result in simplifications as the above, but this
nevertheless demonstrates the feasibility of performing structural optimisations to the progressful
interpreter conveniently.

We report on our experience updating the WasmCert-Coq mechanisation to the Wasm 2.0 feature
set in §5. For now, we note that the update to Wasm 2.0 results in a ~ 30% larger code size for the
optimised interpreter, while the underlying number of instructions almost doubled.

Implementing Dependently-Typed Functions in Coq’s Proof Mode. As part of our experience of
implementing the various interpreters in this paper, we find Coq’s proof mode especially convenient
for implementing dependently-typed functions in Coq comparing to using the traditional functional
syntax and using convoy patterns for constructing the proof terms.

For a concrete example, we display an outline of the original WasmCert interpreter implemen-
tation for local.get j in Figure 15a. Transforming it to a progessful interpreter with pseudocode
in Figure 8 requires adding a successful certification Hyeqyce to the successful R,ormal result and
an error certification Hepror to the Reyror result. We focus on Hyequce, Which can be constructed as
follows:

F.local[j] = v;
(S; F; [local.get j]) < (S; F; [v;])
(S; F;us ++ [local.get j] ++ es’) < (S; F;us ++ [vj] ++es”)

local.get

context

The required proof term Heduce can therefore be constructed by applying the two constructors
for the context and local.get constructors, provided the knowledge that F.local[j] = v;. However,
while this equality is valid within the specific case of the match statement, there is no way to extract
this information directly from the original match syntax. Instead, we need to use a trick called the
convoy pattern [11], which works by expanding the return type of the match to a function from
the match equality to the original desired result. In this way, the match equality would then be
available as an argument in constructing the match result. In the end, the function returned by the
match is applied to a trivial reflexive equality of the match argument, thereby constructing the
desired result. The shape of the resulting definition of the function is displayed in Figure 15b.

The above method is valid in itself. However, despite several shortcuts that further simplify the
syntax slightly, we still find it tedious to completely adopt this pattern for every match case in our
implementation. The breaking point that led us to abandon the functional syntax was that a direct
definition of the interpreter does not satisfy Coq’s strict syntactic termination check for Fixpoint,
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Fixpoint run_one_step S F es : Fixpoint run_one_step S F es :
run_result S F es := run_result S F es :=

match e with match e with

| o= | o= ...

| local_get j => | local_get j =>
match nth_error F.local j with match nth_error F.local j as nth_res

return (nth_error F.local j = nth_res
-> run_result S F es) with

| Some v_at_j => | Some v_at_j => (fun Hnth =>
R_normal (R_normal ...
(S; F; rev vs ++ [v_at_j] ++ es') (S; F; rev vs ++ [v_at_j] ++ es')
(r_local_get ... Hnth)))
| None => | None => (fun Hnth =>
R_error (R_error ... (?HError)))
end end (eq_refl (nth_error F.local j))
| o= [ ...o=> ...
end end
(a) Original interpreter of WasmCert-Coq (b) Progressful interpreter using convoy patterns

Definition run_one_step S F es : run_result S F es.
Proof.

destruct e as

[ (* Other cases *) ... |
(x local.get *) j |
(* Other cases *) ... ].

(* local.get *)

{
destruct (nth_error F.local j) as [v_at_j |] eqgn:Hnth.
- (* Success *)
apply (R_normal ... (S; F; vs ++ [v_at_j] ++ es')).
(* Proof obligation: prove the corresponding Wasm reduction x)
- (x Error %)
apply (R_error ...).
(* Proof obligation: prove the ill-typedness of the input x*)
}
Defined.

(c) Progressful interpreter in Coq’s proof mode

Fig. 15. Different attempts of implementing interpreter execution for local.get

due to Wasm’s structured control flow instructions. Therefore, the interpreter needs to incorporate
a decreasing measure calculated from the structural complexity of the input configuration. This
proved to be overly complicated to implement with the convoy pattern in the end.

As a result, we opted for an unusual method of defining the entire interpreter in the proof mode
of Coq, essentially treating the definition of a function as a proof obligation depending on the
input. This approach avoids the convoy pattern altogether and allows Coq’s Ltac tactics to be
directly used in the interpreter construction. Moreover, as displayed in Figure 15c, the certification
for each case is constructed as a separate proof obligation after specifying the computation result.
This is because constructors of inductive types in Coq can be equivalently used as lemmas that
can be applied with the corresponding arguments. A partial application of a constructor means
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the remaining arguments (in our case, the certification) become proof obligations, which are then
directly proven in the proof mode instead of being constructed functionally from the constructors.
To facilitate recursive calls, the main structure of the interpreter becomes an induction on the
size of the input configuration, and recursive calls of the interpreter become applications of the
inductive hypothesis, with the necessary premises conveniently established in the proof mode.
Overall, we found this method of engineering eased the tediousness of implementing large
dependently-typed functions as complex as our progressful interpreter in Coq.

5 Updating the Wasm 1.0 Mechanisation

As we discuss throughout this work, our key motivation is to reduce the maintenance burden
associated with WasmCert-Coq’s verified interpreter and type soundness proofs. In particular,
we are able to completely remove the old interpreter, its soundness proof, and the type system’s
proof of progress by switching to our progressful interpreter (§3). We report on our extension of
the existing mechanisation of WasmCert-Coq [45] from Wasm 1.0 to the Wasm 2.0 feature set,
facilitated by these efficiency savings. Once the Wasm model itself is updated, we now only need
to update the progressful interpreter and our separate preservation proof, as opposed to the four
separate definitions (progress, preservation, interpreter, interpreter soundness proof) that were
previously present. As we note in §4.2 our progressful interpreter takes notably fewer lines of code
overall to establish the same results as the definitions and proofs it is replacing. In our subjective
experience, we found the progressful interpreter intuitive to work with, and we believe we saved
significant effort in only have to update its single definition to Wasm 2.0, as opposed to the three
definitions it replaces.

Wasm 2.0 is a major update over version 1.0, integrating multiple extension proposals that vastly
extend the abstract syntax and semantics of the language. The following parts of the Wasm 2.0
update interact with our progressful interpreter:

Expanded instruction set. Wasm 2.0 majorly expands Wasm’s instruction set, introducing several
new types of operations such as function reference operations, vector operations, bulk memory
(memcpy-like) operations, along with extensions to the capabilities of existing control flow instruc-
tions. This is the change that causes the greatest expansion to the mechanisation: the number of
instructions in the mechanisation greatly increased from 32 to 57, and the number of reduction rules
in the mechanisation increased from 55 to 95, almost doubling the size for both. This essentially
means between 25 and 40 new inductive cases must be handled in every key proof or definition
that is related to type soundness or the interpreter.

New primitive types. Wasm 2.0 introduced two new basic families of value types in addition to
the existing four scalar numeric types 132, i64, f32 and f64. These include the vector types for vector
instructions, and the reference types for (function) references. These generalisations impacts the
existing cases of the interpreter, because these cases now need expanded reasoning to describe new
situations in which their input values may be ill-typed (e.g. if a vector value is provided to a scalar
numeric operation).

Enriched type system and subtyping. Another key extension is the introduction of a type lattice
and subtyping system into Wasm, including a new subsumption rule. This change had a great
impact on the infrastructural lemmas in the existing mechanisations, as many assumptions that the
existing proofs based on no longer hold - for example, instead of every value being associated to a
unique type, a value can now be associated with a set of types, among which one of them is the
principal type. For the progressful interpreter, the error certification is similarly affected through
the updates to the typing inversion lemmas.
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Our update to the Wasm 2.0 specification shares a similar trusted computing base with the
original WasmCert-Coq [45] mechanisation for Wasm 1.0 and the related verified interpreter from
WasmRef-Isabelle [46]. In particular, the extraction process from Coq to OCaml and the OCaml tools
themselves need to be trusted, and the vector instructions are similarly implemented as opaque
instructions whose behavior agrees with the function type defined in the specification, with the
concrete implementation left to be generated at the OCaml level, as we lack a mature formalisation
of the relevant machine-level vector operations. This mirrors the approach used by Watt et al. [46]
for floating point operations in their Isabelle/HOL mechanisation of Wasm 1.0. Besides the above,
we continue to use the verified CompCert [26] numerics for integer and floating point arithmetic
and the Parseque parser combinator library [2, 3] to generate the binary format parser.

Overall, the experience of updating the progressful interpreter was smooth. In fact, the most
tedious part of the update is to correctly formulate the new definitions introduced by the new
version of Wasm and making sure they are organised in a sensible structure.

5.1 Mistakes found

Just as Watt [44] discovered errors in WebAssembly’s draft type system, our extension of the
existing WasmCert-Coq to the WebAssembly 2.0 feature set has uncovered several errors in the
official specification.

5.1.1 Composition and subsumption. The Wasm 2.0 specification introduces a new concept of
subtyping between value types given by <, and attempts to refactor subsumption (with subtyping)
and composition into a single composite typing rule, as follows:

——— emppol
Cril:r - TP POV

Cre:t] >ty ++t" <t Cren:t"—1t]

Cre'+rey:t] =ty ++1t; seq — poly
However this typing rule is erroneous. As a counter-example, consider the instruction
(block {t"* — t*} []) — a block instruction with an empty body. If t'* < t*, then this instruction
should successfully type-check, but the typing rules above fail to support this. This error in the
official standard has been acknowledged by Wasm’s specification editor. While an official fix is in
progress, WasmCert-Coq instead uses more traditional subsumption and composition typing rules,
drawn from earlier drafts of the type system.

5.1.2  Module typing. Wasm allows the pre-declaration of active element segments, which populate
a module’s function table with a list of pre-declared functions at startup type. With Wasm 2.0,
the typing rule for these segments was re-written in anticipation of future features which would
generalise their structure. However this revised typing rule omitted a key step in constructing a
context representing the types of global module declarations, resulting in a rule which implied
that every active element segment was ill-typed. This error was identified concurrently by both
ourselves and an independent standards contributor, and has now been fixed.

5.1.3 Missing component of typing context. Wasm 2.0 introduces a new component of the typ-
ing context, C.refs, representing a declared list of functions which are permitted to escape the
boundaries of the module as dynamic references. However, due to an editorial oversight, C.refs
was inconsistently propagated through the typing rules, making certain typing rules erroneously
strict. These corrections have been adopted into the specification.
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5.1.4 Memory soundness. The appendix of the Wasm specification includes auxiliary definitions
necessary for the official statement of the intended soundness properties of the Wasm type system.
However one of these auxiliary definitions declared that a Wasm memory has a runtime type
based on its current size which remains unchanged during program execution, without correctly
accounting for the possibility of memory size increasing due to the memory.grow instruction.
After we discovered this error, a fix was adopted into the specification.

5.1.5 Missing subsumption rule for values. Another issue with the soundness appendix, the follow-
ing subsumption rule on the runtime type of values was inadvertently elided but assumed to exist
in other definitions.

Sto:t Ft:ok t<t
Sro:t

val — sub

6 Related Works

As we discuss in §3.1, Bach Poulsen et al. [6] present an alternative style for defining a deterministic
programming language’s semantics, using an intrinsically-typed representation combined with a
dependently-typed definitional interpreter. The deep links between dependent types, definitional
interpreters, and intrinsically-typed language definitions have also been widely discussed and
explored by related work [5, 12, 34, 37, 42]. We believe our work is novel in mapping out the extent
to which accepted benefits of the above setting can be transferred to “classical” inductively-defined
semantics, without requiring all three of the above approaches to be simultaneously adopted.
In particular, Wasm is non-deterministic, its configurations are not intrinsically typed, and our
interpreter cannot be definitional. All of these constraints flow directly from the formalisation
of Wasm’s official standard, which we aim to stay close to wherever possible — any effort to (for
example) define an intrinsically-typed Wasm or non-deterministic “definitional” interpreter would
increase the maintenance burden of WasmCert-Cogq, as a correspondence would need to be proved
between this new definition and the faithful base mechanisation of the specification. We feel that
our approach strikes the right balance in capturing many of the benefits of the intrinsically typed
approach, without getting bogged down in these additional complications.

Chapman et al. [10] (drawing from Kokke et al. [23]) is an interesting mid-point between our
setting and the intrinsically typed + definitional interpreter setting, as it works with an intrinsically
typed language but an inductive relational definition of the language’s operational semantics. Such
an approach causes the definition of the operational semantics to inherently embody preservation
in its (host) type signature, but not progress, which is constructively proven separately. From this
progress property, a sound interpreter can be automatically derived, as we discuss in Section 2.
The authors of the above work are not able to execute their interpreter end-to-end as, in contrast
to our work, they lack a verified type checker to initiate the interpreter loop. Therefore they do
not investigate the relationship between the structure of their soundness proof and the runtime
performance of the derived interpreter. Related to the need of a verified type checker, Adjedj et al.
[1] describes a mechanised metatheory of the Martin-Lof Type Theory in Coq that could produce a
certified and executable type checker from a decidability proof of type checking for their theory.

Youn et al. [49] describes a Domain-Specific Language (DSL) for Wasm specification, SpecTec,
which aims to automatically generate Wasm specification artefacts and mechanised semantics,
thereby providing a maintainable way to produce mechanised definitions for Wasm. This effort is
neatly complementary to our work, as our approach tackles a different pain point in the mechanisa-
tion process of maintaining the proofs on top of an already-produced model. There is a minor overlap
in the meta-level interpreter reported by SpecTec, as it could be seen as eliminating the need for any
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verified interpreter at all. However, SpecTec’s approach is constrained in the optimisations that can
be performed, since its intermediate representations must be derived automatically from the original
Wasm definitions, while we can implement more ambitious optimisations while maintaining full
trustworthiness through interactive proofs, as we reported earlier. Overall, our method would lessen
the burden of maintaining relevant proofs when a SpecTec-derived mechanisation is extended.
Our challenge of proof maintenance is related to the expression problem (EP) [15], which describes
the challenge of extending existing inductive definitions with new constructors while reusing the
old proofs. The approach of modular semantics [30, 31] has been suggested to address this problem.
With this approach, a language’s syntax and semantic rules are given incrementally from reusable
blocks, thereby avoiding the need of reformulation when further constructs are added to the
language, and potentially allowing highly modularised proofs. This may be helpful in mechanising
Wasm, as the feature proposals of Wasm can often be viewed as optional extensions of the semantics.
Previous works have studied concrete implementations of extensible semantics in proof assistants
such as Coq and Agda, where Delaware et al. [13], Keuchel and Schrijvers [21], Schwaab and Siek
[39] followed the method of Swierstra [40] with workarounds for the respective proof assistants,
and Jin et al. [20] opted for a slightly different approach by directly extending the linguistic facilities
of Coq. However, industrial language specifications such as Wasm are not always defined in a way
that is amenable to modularisation. In particular, new features are simply added as inline patches
to the specification text, and some features involve cross-cutting changes to Wasm’s abstract
representation and control flow. WasmCert-Coq places a high priority on its faithfulness to the
original Wasm specification, and so careful consideration would be needed regarding the extent to
which attempts at modularising the mechanisation would compromise this correspondence, and
the extent to which such a modularisation would be robust against more cross-cutting changes.

7 Conclusion and Future Work

In this paper, we have successfully applied the outline method described in Kokke et al. [23],
extracting an end-to-end interpreter capable of running Wasm binaries from the type soundness
proofs of the existing WasmCert-Coq mechanization. Additionally, we have for the first time
investigated the concrete sources of inefficiency in this approach related to the structure of the type
soundness proofs, devising mitigations that improved the super-linear complexity of the directly
extracted interpreter, achieving a linear runtime performance.

More importantly, recognizing the inadequacy of the method in Kokke et al. [23] for producing
efficient interpreters, we proposed an alternative approach that uses a dependently-typed progressful
interpreter with certifications for both successful and error results, directly implying the progress
property. We fully implemented this alternative method on Wasm 1.0, created an executable artifact,
incorporated optimisations from Watt et al. [46], and successfully updated the underlying semantics
from Wasm 1.0 to Wasm 2.0 and beyond. This showcased the robustness and scalability of our
approach and highlighted the maintenance benefits it offers. Our optimised interpreter achieved
performance similar to the non-dependently-typed interpreter in Watt et al. [46] on benchmarks
testing the subset of optimisations we implemented. This further demonstrates the feasibility of
our approach for maintaining language mechanisations while producing executable interpreters
with competitive performance.

However, there are many possible extensions to this work. We chose to only focus on one
specific optimisation for the runtime representation discussed in Watt et al. [46]. A direct line of
future work is to similarly implement the other optimisation regarding switching to a monadic
heap for more efficient state-manipulating operations, which should allow the performance of our
interpreter to be competitive in all scenarios with that of Watt et al. [46]. It may also be fruitful to
revisit whether integrating the proof of the preservation property into the progressful interpreter
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is worthwhile. For a fully deterministic language, it may be a particularly sensible choice. Even for
a non-deterministic language like Wasm, careful engineering and automation may reveal further
benefits to this approach — it is tempting to consider a truly all-in-one integrated interpreter that
derives the entire type-safety property while preserving the benefits of proof maintenance.

Finally, Youn et al. [49] raise the possibility of one day automatically generating a mechanisation
of the Wasm semantics directly from a normative DSL. Our current work optimises the process of
verifying key artefacts once a Wasm mechanised model has been defined. In combination with an
approach such as Youn et al. [49] for automatically defining the model, we can envisage a world
where all new Wasm features are rapidly verified as they appear, with minimal effort.
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